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Abstract: The increasing digital transformation of the power grid to enable clean energy creates 
unprecedented challenges for the smart grid industry. New types of distributed energy resources, 
increased interconnection and communication, load and generation volatility, demand pattern 
changes, energy policy changes, new reliability requirements, increasing end customers' expectations 
and demands, and the evolving revenue models are all huge challenges that utilities face today. To 
cope with the constant change and growing complexity, utilities must shift to more advanced predictive 
operations to improve their capability to forecast, understand, plan, and manage the near future 
energy states. At the center of this transition is the Short Term Load Forecasting (STLF) power 
application, which serves as the basis for utility planning and operations. Recent research shows that 
STLF is vulnerable to malicious attacks due to the undetectability of those attacks using standard 
data-analytics techniques. In this webinar, we will talk about three major topics: the recent advances 
in load forecasting algorithms to improve accuracy, the repercussions of malicious attacks, and 
possible data analytics techniques to detect and prevent those attacks.  
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